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Future work 

• Traffic that are not HTTP/S 
• Deployment outside of the US 
• Mobile app to allow anyone to test 
• Automated circumvention

Key Findings 

• Matching fields 
- First two packets in HTTP/S flows 
- For HTTP traffic, the classifiers generally focus on 

URI, Host field, User Agent field and Content Type 
field 

- For HTTPS traffic, the classifiers match on fields in 
TLS handshake such as SNI and Certificate. 

• Precise matching rules 

• Priority of different rules 
- Within the same field 

- Across different fields 

-  The order of the fields appeared in the packet 

Full paper to appear in IMC 2016

Motivation 
• Network providers use differentiation  

to enact network policies 
• Such policies need a classifier to first 
assign Internet traffic to a category 
• Little is known about implementations 

Key questions 
- How do classifiers detect applications? 
- How do we extract classifier rules  

efficiently?

Methodology 

• Record and replay targeted applications 

• Binary search for matching fields 

• Construct frankenflow for precise rules
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Case study: T-Mobile’s Binge On 
Free video, but throttled to 1.5Mbps 

• Performance 

• Binge On Implementation 
- Uses Host, Content Type, SNI 

- Host: determines whether flow is 
zero-rated 

- Content Type: check whether flow 
is throttled 

- SNI: determines whether flow is 
zero-rated and throttled at the 
same time
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