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What?

DNSSEC turns the DNS into a Public Key Infrastructure, where the root of trust is
the so-called Key Signing Key (KSK) for the root of the DNS. This year, for the first
time ever, this key will be replaced in a so-called key rollover.

Why?

This unique event can have significant operational impact on the Internet.
Thousands of validating DNS resolvers serving tens of millions of Internet users
rely on this key to validate DNSSEC signatures. These resolvers must pick up the
new key through automated or manual processes. Failure to pick up the new key

can lead these resolvers to become inoperative.

How?

We combine (figure below) four sources of active and passive measurements to
get maximum visibility of the DNS resolver ecosystem. Using this data we perform
near real-time monitoring during the entire rollover process (figure below right)
and will analyse the impact of the rollover after the process completes.
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CANARY IN A COALMINE

Something whose sensitivity to adverse conditions
makes it a useful early indicator of such conditions

Near real-time monitoring

- Web portal

Live feed with resolver status events

- Actionable data to support operational
decisions during the KSK rollover process
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Analysis of full rollover process
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- nform policy for future root KSK rollovers

After KSK rollover completes in March "18
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m Introduction of new KSK

: DNSKEY size increases due to ZSK rollover
m New KSK becomes active

Phase IV

Start of revocation of old KSK

I
Phase VI

Old KSK removed .

Preliminary Results

Live probe status reports Online algorithm support test
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DNSSEC validation succeeded for this DS and signing algorithm combination
This DS and signing algorithm combination are not validated by your resolver(s)

This DS and signing algorithm lead to a SERVFAIL
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